
What is E-safety?

E-Safety is all about staying safe when you're using 
computers.

You will be taught what dangers there are, how to 
avoid/prevent them, and what to do if things do go 
wrong.

E

Think You Know?

Fake News/Fake Profiles. It is very easy for someone to set up 
a fake profile online or create/share fake news. Social 
Media companies and E-mail providers don't ask for ID when 
accounts are created. This means you can never be 100% sure 
who you are talking to.

If someone you only know online asks to meet up, always take 
a trusted adult with you or don't meet them. If someone asks 
for personal information or images, block them!

Social Media and Mental Health

Social Media Websites let you exchange information 
with groups of people on the internet. Your mental 
health is how happy you feel, over a period of time. 
Lots of material on social media is filtered or 
exaggerated to make posts look more exciting. If your 
feeds are full of this material, it can make you feel 
like you're missing out or that your life isn't as good 
as other peoples. This can be bad for your mental 
health.

In reality, everyone has good and bad days, we tend 
to post more of the happy, exciting things online. 
Good ways to avoid social media getting you down 
are:
1. Be aware it's not the whole story.
2. Reduce time spent online.
3. Spend more time with offline friends.
4. Exercise and develop offline interests.

Hackers and Malware

Hackers are people who access computers without the 
owner’s permission.

Using strong passwords that are hard to guess can help 
protect you. An example of a strong password is:
E-461hu@ - it used upper and lower case, symbols and 
numbers, and it has no personal significance.
Other advice includes not using the same password in multiple 
places.

Malware – Software that tries to steal your information or 
damage your computers. Common types include:
Viruses, spyware, ransomware.

To protect from Malware you should use firewalls, anti-
malware software (such as anti-virus) and don’t click on links 
sent to you from people you don’t know.

Digital Footprints

Your digital footprint is everything the internet knows about 
you. The internet is a collection of computers all connected 
together. Information stored on the internet is easy to search 
but difficult to remove. It is important because any 
information about you online could be used by employers or 
colleges to judge you.

To protect your digital footprint, keep social media accounts 
private and only add people that you really know. You should 
also search for yourself every so often to see what information 
about you is easily accessible by anyone.

Personal information is information about you, e.g. name, 
address, gender.
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